Request to the Government of Spain:

We want to express our support for the decision of the Government of Spain to use
technological means that help prevent infections, save lives, optimize the health system and
to fight the COVID-19 pandemic, It is hitting our country.

Maintaining the confidence of citizens in a time of crisis like the current one, is a priority for
a Government, especially, in a situation where the right to life is the fundamental right that
must prevail, for this reason, we applaud the adoption of those measures necessary to
protect the health of citizens, as well as their physical integrity.

Our hope is that this confidence will extend once this health crisis ends.

Therefore, the legal, ethical and transparent management of personal data in particular, of
the most sensitive, by public institutions and companies, plays a decisive role.

The General Regulation (EU) 2016/679 on Data Protection (hereinafter "GRDP") provides for
special categories for derogations, such as the current one, in which the rules must be
continued to guarantee the rights of citizens.

Derogations must bring to suitable safeguards.

In particular,

1. 1. Respect for the requirements indicated by derogations in article 9.2.i) GRDP for the

processing of special categories of personal data of a special category, which must observe
security measures and in strict respect of the principle of proportionality of data processing
and necessity. These two principles underpin Human Rights in the territory of the European

Union.

2. Respect for the following principles regarding the processing of personal data:

(i) Principle of purpose limitation (article 5.1.b), according to which said data may only be
used for the stated purpose, manage and defeat the pandemic.

(ii) Principle of storage limitation (article 5.1.e), by which all the data obtained during the
processing must be deleted once the pandemic has ended. Derogations to this case may be
described in detail in the fourth section of this document.

3. The observation and strict respect to the principle of data protection from the design
during the development of technical works that give rise to technological tools that are
developed or applied, in accordance with article 25 GRDP.



4. The reuse of personal data collected and generated during the use of technological
resources for exclusively scientific research purposes may help the Government of Spain to
make future decisions that protect us in similar situations in the future, or in possible peaks
of COVID-19 in the coming months and until the vaccine is released, in an estimated period
of 18 months.

In order to maintain confidence in the policy adopted, and respect the privacy and
Fundamental Rights of citizens, ask us to apply all the safeguards established in the
regulations for data reuse for the purposes of scientific research, or, where appropriate, the
provisions regarding the reuse of personal data for purposes other than those for which the
data was collected.

5. That is why we believe we need the organization and coordination of a multidisciplinary
team that works to manage possible future similar situations that brings together
representatives of the Government of Spain, the data protection authorities, the scientific
community, technology companies, experts. in data protection and data ethics, all with the
aim of preparing an Action Protocol aimed at restoring the common good, based on the
results of social and psychological impact assessments, data protection and privacy, rights
fundamental, of ethics, security, and sustainability, and to avoid the introduction of a state
of permanent technological surveillance in the national territory.

6. Finally, to counteract those private technological initiatives with a profit motive that do
not respect the privacy or the Fundamental Rights of Spanish citizens, as well as the creation
of protocols that can help and guide government activity on similar future occasions.

Yours sincerely,

Manuela Battaglini Manrique de Lara - Data Ethics and Privacy lawyer

Elena Gil Gonzdlez—Lawyer

Javier Valls Prieto — Professor at University of Granada, Spain

José Antonio Castillo Parrilla - University of the Basque Country, Spain

Mark Coeckelbergh — Professor of Philosophy of Media and Technology, University of
Vienna - Member of the High-Level Expert Group on Artificial Intelligence for the European
Commission

Virginia Dignun Professor at Umea University, Sweden - Member of the High-Level Expert
Group on Artificial Intelligence for the European Commission

Fernando Esteban de la Rosa — Professor at University of Granada, Spain — Research Unit
Digital Society

Itziar Laka Mugarza, Professor University of the Basque Country, Spain



Jesus Zamora Bonilla - Dean. Philosophy faculty - UNED

Gemma Galdén Clavel — CEO, Eticas Research and Consulting

David Wright—CEO, Trilateral Research

Rosa Rodriguez Balldn — Professor of Social Psychology. University of Granada, Spain.
Migo De Miguel Beriain — Professor University of the Basque Country, Spain
Alberto Gonzdlez Yanes - Head of the Economic Statistics Service of the Canary Statistical
Institute (ISTAC).

Fernando Miro Professor Miguel Hernandez University of Elche — CRIMINA
Azucena Garcia Palacios — Professor of Psycopatology - Universitat Jaume |, Spain
Natalia Ojeda Del Pozo Professor of Neuropsycology - University of Deusto, Spain
Garcia Pérez — Professor of University of Granada, Spain

José Luis Amarte — Deputy Vice-Chancellor for Intelligent Management of Data and
Resources - UNED

Jorge Garcia Herrero — Lawyer

Javier Villegas Flores. Lawyer in Digital Rights

Luis M. Martinez Otero — Scientific of CSIC. Neuroscience institute of Alicante.

Juan Ignacio Perez — Professor of Physiology at the University of the Basque Country, Spain.
Francisco Lara Sanchez — Professor at the University of Granada, Spain.

Dra. Gema Fernandez-Blanco Martin - Social Scientist. Clinic Psychology expert in techno
ethics

Jon Andoni Duiiabeitia — Psychology Ph.D., Professor at Nebrija University.

Helena Matute — Psychology professor at the University of Deusto.

Daniel Sanabria Lucena — Professor at the University of Granada, Spain.

Angel Luis Fernandez Recuero — CEQ, Jot Down

Dario Lopez Rincon - Lawyer

Malen Migueles Seco — Professor University of the Basque Country, Spain

Paloma Llaneza — Laywer, writer and essayist. Datanomics Author.

Begot, G. Otero - Senior Research Fellow - Max Planck Institute for Innovation and
Competition, Munich

Elisa Martin Arevalo — Professor at the University of Granada, Spain.

Pedro Luis Cobos Cano — Professor, University of Malaga, Spain

Diego Naranjo — Head of Policy, European Digital Rights (EDRi)

Karlos Liberal Garcia - Bikolabs

Federico Bueno de Mata - Professor, University of Salamanca

Borja Adsuara Varela — Professor, Lawyer and Consultant.

Guillermo Lazcoz Moratinos — Professor at University of the Basque Country

Pablo Garaizar Sagarminaga — Reseracher and professor at University of Deusto
Hector E. Guzman Rodriguez — Lawyer — Partner at BGBG

Inmaculada Urrea — Communications Ph.D, Consultant and Founder of
inmaculadaurrea.com

Andoni Eguiluz Moran — Reseracher and professor at University of Deusto.



Raul Garcia Gamez, Lawyer

Marta Canas Miralles, Computer Science Engineering and professor data privacy and
security

Lorena Fernandez Alvarez — Professor at University of Deusto

Francisco Javier Castro Toledo — Plus Ethics

Lorena Perez Campillo — Professor at University of the Basque Country

Ujue Agudo Diaz — Bikolabs

Ariel Guersenzvaig — Senior Researcher. ELISAVA, Design and Engineering School at
Barcelona.

Juan Francisco Rodriguez Ayuso - International University of La Rioja

David Rodriguez Arias — Researcher - University of Granada

Ignacio Arganda-Carreras lkerbasque Research Fellow - University of the Basque Country.
Dr. Franciscos R. Villatoro Machuca - Computer Science. Engineering School of Malaga.
Cristina de la Cruz Ayuso - University of Deusto

Julian Estevez — Professor and researcher at University of the Basque Country

Ricardo Pell. Suarez de Puga — Professor at UNED.

Diego Casado-Mansilla — Professor and researcher at the University of Deusto.

Steen Rasmussen, Professor, and Center Director, the University of Southern Denmark and
External Research Professor, Santa Fe Institute, USA



